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1	Discussion
In SA2#160 the related Key Issue #2 was agreed to TR 23.700-70:
The usage of end-to-end encryption is broadly deployed in current networks to provide security and the same is expected for XRM applications.
This key issue proposes to study the enhancement of PDU Set information Identification for encrypted XRM in 5G networks.
The solutions should consider the following aspect:
-	If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.
NOTE 1:	Solutions that rely on breaking end-to-end encryption are out of the scope of this key issue.
NOTE 2:	The work on this key issue may need coordination with SA WG4 and SA WG3.
This solution provides information that the UPF can use to handle encrypted media packets and classify to PDU sets. The additional information is metadata that is separate from the encrypted media payload. The media server (or sender) provides this metadata and the UPF can use it for classifying to PDU sets (as already specified in TS 23.501).
The solution proposed below meets below design requirements.
· End-to-end payload encryption MUST be intact.
· [bookmark: _Hlk158204076]The metadata MUST be secured in a way that only intended network nodes (UPF) will be allowed to read the data and use it.
· SHOULD use on-path mechanism and in-band signaling to exchange the required metadata between AS and UPF.
· What we need is a mechanism to convey PDU Set information on a per-PDU basis to enable classification of the PDUs into a PDU Set, at the same time ideally the PDU Set Info. should be secure (encrypted).  It is also assumed that not all PDU Set information needs to be carried in all the PDUs.
The solution discusses a mechanism to convey PDU Set information as a metadata (encrypted string comprising of PDU Set Information) with IPSec support. IPSec being a protocol (well defined in RFC) has its own key management & encryption mechanisms and the metadata which is carried to the UPF is protected with the same key mechanism of the underlying IPSec protocol. 
New generation hardware have IP processing on dedicated pipeline assigned to CPUs, which includes IPSec encryption/decryption handled by explicit hardware accelerators. IP layer security encapsulation is done after fragmentation, hence further split of packets will not occur.


2 Proposal
[bookmark: _Hlk513714389]A solution is proposed for KI#2 for incorporation in the XRM Ph2 TR23.700-70.
*** First change ***

[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc157745563][bookmark: _Toc16839382][bookmark: _Toc93305721][bookmark: _Toc152046441]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#x: IPSec usage for conveyance of PDU Set-related information for end-to-end encrypted XRM traffic
	
	x

	
	
	
	
	
	
	



*** next change (all text is new) ***

6.x	Solution #x: <IPSec usage for conveyance of PDU Set-related information for end-to-end encrypted XRM traffic>
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442]6.X.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723]This solution is for Key Issue #2, which addresses the situation where XRM media traffic is end-to-end encrypted.  
This solution conveys PDU Set information as metadata encrypted with IPSec support for the PDU Sets to be identified at the UPF for DL traffic received on N6 while the XR media streams are encrypted e2e.  The metadata is kept secure (encrypted) and only intended nodes (UPF) shall be allowed to read the metadata and use it. 

[bookmark: _Toc152046443]6.X.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]6.X.2.1	Overview 
The solution allows an AF to provide PDU Set Information as a metadata (string comprising e.g. of PDU Set Information) encrypted with IPSec protection between the UPF and the AS. 
IPSec tunnelling (tunnel mode) is used between the UPF and the AS to carry both the XRM stream (e.g. sent in RTP/UDP/IP) as well as XRM metadata (e.g. PDU Set Information). As the UPF is the end point of this IPsec tunnel, only the UPF can access to clear text XRM metadata when the IPsec security association is established with ciphering. 
Both AH and ESP may be used between the UPF and the AS; IKE is used to negotiate the IPsec security Associations used between the UPF and the AS
The XRM stream itself (including its potential RTP/UDP headers) may be subject to end to end security (ciphering, possibly provided by SRTP or QUIC) between the UE and the AS ;  in that case no intermediate entity including the UPF can access to the clear text XRM stream (including its RTP/UDP headers). If there is no end to end security between the UE and the AS the IPsec security between UPF and AS can provide at least security over N6 and the DN.
As a general description, the outer IP and IPsec headers carry following information secured by IPsec
· The metadata that is consumed and discarded by the UPF. 
· The end to end packet (with possible end to end ciphering) that the UPF delivers to the UE


Figure 6.X.2-1. IPSec based Solution to carry metadata for E2E XR traffic

· This Application Payload agnostic solution works with any UE-AS protocol that can use IPsec (SRTP. QUIC, etc.) 
· IPSec is established, in tunnel mode where the entire IP packet is encapsulated inside another and delivered to the destination. 
NOTE: 	Whether AH or ESP are used is subject to negotiation between the UPF and the AS but AH is preferrable compared to ESP since AH is used to authenticate the payload but not encrypt. Most of the performance issues for IPSec are due to encryption/decryption (double ciphering) for all the packets related to that SA association.  
· Between 3GPP nodes IKEv2 is currently used for IPsec establishment, and the assumption is that Application Servers support IPSec. IKE establishment is as per the RFC 4306 - Internet Key Exchange (IKEv2) Protocol (ietf.org)
· The UPF initiates the IKE exchange between the UPF and Application server. Local policies in the UPF may trigger the establishment of the IPSec tunnel to an AS, when the UPF starts handling traffic to this AS
NOTE:	Currently, per 3GPP TS 29.561 tunnelling is supported between 5G network and external DN. So, IPSec can be used from UPF N6 to tunnel over N6 traffic to a specific host (AS) /network.
· The UPF needs Packet decapsulation only till IP layer to read the Metadata.
· The presence of XRM metadata in the received IP packet tunneled as part of an IPSec Security Association is negotiated. 
[bookmark: _Ref158394273]6.X.2.2	Definition of the (XRM) metadata per PDU 

The metadata header is a variable length structure and may contain: 
· Length_of_Metadata
· ApplicationID_MediaType 
· PDU Set Information
· End of Data burst indication

As an example the metadata may be carried via NSH


The length of XRM metadata may vary upon future evolution of XRM application. 

ApplicationID_MediaType can be Audio, RTCP, STUN, video i-Frame, video p-Frame etc  and can be leveraged by UPF to determine whether a PDU belongs to a PDU set or not. Since Audio/RTCP/STUN PDU’s do not belong to a PDU set, the metadata would carry only ApplicationID_MediaType in that case

 PDU Set Information is as defined in TS26.522  [20] clause 4.2.2 One-byte RTP Header Extension Format. 

NOTE: 3GPP TS26.522 has identified those relevant PDU set information. Those are:   
-	End PDU of the PDU Set [E] (1 bit)
-	End of Data Burst [EDB] (1 bits)
-	PDU Set Importance [PSI] (4 bits)
-	PDU Set Sequence Number [PSSN] (10 bits)
-	PDU Sequence Number within a PDU Set [PSN] (6 bits)
-	PDU Set Size [PSSize] (24 bits)
-	Two bits are reserved (2 bits)

6.X.2.2	Conveyance of Metadata to UPF
[bookmark: _Hlk158202165]6.X.2.2.1 	Addition of XR Metadata in IPv6  
The metadata defined in clause 6.X.2.1 shall be added to IPv6 packet as shown in Fig 6.X.2.2.2-1.  



                                  
                     Fig 6.X.2.2.2-1.  Metadata in front of Original IPv6 Header 

UPF after identifying that the metadata is present in the packet (also the metadata length), can read the metadata accordingly. 

6.X.2.2.3 	Addition of XR Metadata IPv4 
· The metadata defined in clause 6.X.2.1 shall be added to  IPv6 packet as shown in Fig 6.X.2.2.3-1.  


             
                          Fig 6.X.2.2.3-1.  Metadata in front of Original IPv4 Header 

[bookmark: _Toc152046444]6.X.3	Procedures
1. UPF needs to initiate the IP Sec security association between UPF and Application Server. 
2. [bookmark: _Toc16839386][bookmark: _Toc23236018][bookmark: _Toc93305725]XR Application Server enables the IPSec on N6 interface.
3. The AS transmits the XR encrypted packets containing metadata (ApplicationID_MediaType + PDU Set Information) to PSA UPF, via any of the solutions given in 6.X.2.
4. PSA UPF receives encrypted XR traffic with metadata. 
5. (if IPsec ciphering is used on the Security Association) UPF decrypts the metadata per vanilla IPSec mechanisms. 
6. UPF extracts the PDU-set information from the XRM metadata container that is encapsulated in the received IPSec tunnel and discards the the XRM metadata container
7. The UPF sends the received DL IP packet onto the GTP-u tunnel towards the UE. The UPF provisions the GTP-u header with and the extracted PDU set information.
The RAN takes into account this GTP-u header for proper QoS and DRX handling; the solution does not require changes to GTP-u header related information defined in R18 but can leverage new XRM metadata and GTP-u headers defined by other KI for R19;



[bookmark: _Toc152046445]6.X.4	Impacts on services, entities, and interfaces
      AS - Enables IPSec.   Encrypts of PDU Set Information into metadata that it sends to UPF as part of the paylod of an IPSec security Association. 
-     NEF – No impact
-     PCF – No impact
-     SMF – No impact 
-      UPF – Initiates the IPSec SA establishment.  Decrypts the metadata, checks for the order and take actions as per the contents of the metadata. 
-     UE – No Impact
-      RAN – No Impact
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